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There has been for several years a growing interest in defining new access control models and administration facilities for
these models. Several models have observed that only structuring the model using the concept of roles as in RBAC is not
sufficient to administer decentralized enterprises. These models have suggested to consider new conceptganizaten

(as in OrBAC) ordomain(as in GTRBAC) that make it easier to establish secured entreprise communications. In this paper,
we suggest a self and decentralized object-oriented administration model built on the cormrgpin@fation This model is

merely based on two mechanisms: confinement and licence. Confinement restricts the authority of a subject to the organization
(or sub-organizations) to which this subject has been assigned administration privileges. Licence intradiicgain and
contextualadministration facility. It is used to define administration and delegation privileges, to whom they are assigned, in
which context they became effective and the scope of each of them.
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1 Introduction

An administration policy defines who is permitted to manage the security policy, i.e. who is permitted to create
new security rules, or update or revoke existing security rules. Classical security models generally assume that
administration is centralized: there is a single role, for instance ca#ledrity administratoor super userand

subjects empowered in this role have full capacities to administer the security policy.

However, information systems tend to become more complex and more distributed. In this context there is a
real need for a distributed administration model that is close to the security model it administers. Our objective in
this paper is to define a security model that provides means to specify such kinds of decentralized administration
policies. Our approach is based on the following four principles: (1) Organizational unit, (2) Confinement, (3)
Multi-grained administration and (4) Self administration.

Our proposal for a decentralized administration model is structured around the conoegdrational unit
In the ARBAC administration model [22, 21, 20] defined for the RBAC model [23, 15], administration was based
on role hierarchy but this approach has several shortcomings (see section 2.1). Some of these problems have been
raised by previous models such as ERBAC (Enterprise RBAC) [18] or X-GTRBAC Admin (an administration
model for the Generalized Temporal RBAC Model) [6] which respectively introduce the concemtspdand
domainfor administration purpose. In our model, we suggest using organization as a basic concept to define the
authority scope of administrators.

Notice that the concept of role is also used in our model, since each organization can be associated with a set of
roles. However, capacities of a subject assigned to a role in a given organization is restricted by the organizational
confinemenprinciple. This principle provides a solution to a problem highlighted in [22] of undesired flow of
permissions through the role hierarchy.

Another characteristic of the security model we suggest is that it can be used to define multi-grained adminis-
tration. For instance, in RBAC, the only way to grant a permission to a subject is by granting this permission to a
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given role and then assigning this role to the subject. This rigid scenario does not answer the need of multi-grained
administration. In a multi-grained administration, an administrator can be permitted to grant a permission to a role
or also directly to a given subject. We claim that this facility is necessary to get more flexible administration poli-
cies, in particuladelegatiorfacilities. Multi-grained administration also makes it possible to restrict the authority

of some administrator so that he or she will be allowed to grant only permissions having some specific properties
(a requirement stated in [22]).

The last principle of our proposal is that our security model must be self administrated, that is the concepts
used to define an administration policy are similar to the ones used to define the remainder of the security policy.
Thus, a self administrated security model is based on a unique set of concepts. The net advantage is that it is not
necessary to consider administrative roles or permissions that are separated from other regular roles or permissions
as suggested in ARBAC or X-GTRBAC. In our approach, some role may cumulate both regular and administrative
permissions. For instance, one can specify that a rpledRls an administrative permission that allowst&grant
some regular permission to another roleifRR 1 holds this regular permission.

The administration model we present in this paper follows the four above principles and is defined as an ex-
tension of OrBAC (Organization Based Access Control) [3]. The OrBAC structure provides some facilities for
designing a flexible decentralized administration model. This model is based on the concept of organization (prin-
ciple 1) and is associated with a self administrated model (principle 4) called AdOrBAC [13]. In this paper, we
actually show how to extend OrBAC to provide means for multi-grained administration (principle 2) and formally
define the administration confinement constraint (principle 3).

The main extension we specify in OrBAC to enable multi-grained administration is the concliqerafe
Licence is a special class of objects used in several policy-based languages for DRM such as MPEG-REL [1].
Basically, a licence is an object similar to a capability [19] whose existence is interpreted as granting a permission
to a subject to execute an action on an object. In our model, an administration capacity corresponds to specifying
who is permitted to manage licences. This approach provides a fully self-administrated model. Moreover, to
obtain an expressive and flexible administration model, we extend the concept of licence to otartexgiabnd
multi-grainedpermissions.

In this paper, we shall only considepsitivelicences, namely licences interpreted as permissions. We may
also consider negative licences that correspond to prohibitions. This will raise the problem of managing possible
conflicts between positive and negative licences. For the sake of simplicity and due to space limitation, we leave
this problem for a forthcoming paper.

This paper is organized as follows. Section 2 further elaborates on organizational unit, confinement, multi-
grained administration and self-administrated principles and provides a complete comparison with other related
works. Section 3 presents our self administration model. Section 4 shows how to apply our model to specify
various types of administration requirements. Finally, section 5 concludes the paper.

2 Motivation

2.1 Need of an Organizational Structure

Several access control models have been developed for about twenty years. These models are not completely
satisfactory. Moreover, their administrative models, if any, are often restrictive and centralized and not always
formally defined. The RBAC model is currently the most commonly used security model. In ARBAC, the ad-
ministrative model of RBAC, the authority scope of an administrative role is only restricted by the role hierarchy.
This leads to several shortcomings. In particular, the RRA (role-role assignment) component requires to specify
complex constraints to manage effects of modifying the hierarchy of administrative roles [22]. Moreover, the
security administration provided by ARBAC is not really decentralized. Actually, there is always a unique root
security administrator who manages the administrative roles, administrative hierarchy of roles and instantiates all
the administrative information.

A-ERBAC is another proposal of role-based administrative approach [18]. A-ERBAC introduces the concept of
scopeof authority for administrative roles. More recently, GTRBAC [17] includes an administration model that
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aims at enabling policy administration within a large entreprise. This administration model [6] uses the concept of
domainto restrict the authority of the administrators. This provides a mechanism to distribute the administrative
authority over multiple domains within the entreprise.

Both scopes and domains have some analogy with our concepgarizationwhich is central in the OrBAC
model and useful to model administration capabilities. On the contrary, our concept of organization is different
from that of organizational pookuggested in [22]. We usgrganizationto mean any entity who defines and/or
manages a security policy. In an organizational structure, each administrator has some authority to assign per-
missions and possibly create new administrators in the organization. Hence, the administration is independent of
the hierarchy of roles. The organization structure greatly simplifies management of both roles and role hierar-
chies. Compared with the ARBAC model, we get the following advantages: (1) In ARBAC, many roles would
combine an organizational dimension with a functional dimension whereas our proposal clearly separates these
two dimensions, (2) Thanks to this separation, the number of roles to be managed is smaller than in ARBAC and
management of role hierarchy is simplified, (3) Organizations provides a natural mean to manage authority scope
of administrators.

2.2 Need of an object oriented approach

Basically, the main objective of an access control policy is to define which subjects are permitted to perform which
actions on which objects. Our approach to define an administration policy is essentially the same. To specify
administrative security policies, some subjects will be permitted to create, update or delete special objects. These
objects, called licences, will have a particular structure and specific meaning, namely the existence of a valid
licence will be interpreted as the assignment of some permission.

To further explain our approach, we have simply to think to a flight ticket. There are several information printed
on a flight ticket: (1) theauthority which has issued the ticket, an airline company, (2)gtenteeof the flight
ticket, namely a user identity, (3) thargetwhich corresponds to a given flight, (4) tpevilege granted by the
ticket, namely taking the flight described in the target, ana{bitextuaconditions to be satisfied, for instance the
ticket is valid if this user is travelling with her husband.

A valid flight ticket is interpreted as a permission, namely a permission to take the flight described on the ticket.
Thus, a flight ticket may be viewed as a special case of licence. By analogy, we shall consider that a licence has
five attributes calle@uthority, grantee privilege, targetandcontext

The administration policy will then specify who is permitted to manage flight tickets. For instance, the em-
ployees of some travel agency will be permitted to create flight tickets and possibly to update them in specific
situations.

We also need to enforce the restriction that administrative permissions granted to these employees do not en-
compass any licences but only those dealing with flight tickets. For this purpose, we use the contptof
cluster licences to which the same security rules apply (see section 3.3). This provides means to precisely define
the administrative privileges granted to roles. Since licences include a contextual attribute, it is also possible to
specify dynamic administration policies (see [14] for a taxonomy of contexts).

By contrast, ARBAC is not appropriate to specify security rules that depend on contextual conditions and its PRA
(Permission-role assignment) component only allows unrestricted assignment of permissions to roles. A-ERBAC
also only consider static security rules and X-GTRBAC is designed to manage temporal contexts which is a specific
case of context. It also does not seem possible to specify in X-GTRBAC nested contextual administrative rules
such as: By night (context 1), physicians are permitted to grant nurses the permission to consult medical records
in a context of urgency (context 2). Notice that this rule is different from the following rule: By night and in a
context of urgency, physicians are permitted to grant nurses the permission to consult medical records.

2.3 Need of multi-granular administration privileges

A flight ticket specifies precisely which subject is permitted to take a flight (performing an action) on a given
flight from a specific departure city to a destination city at a given departure time (on a specific object). This is
an example of fine grained licence. However, in many situations, it is more convenient to use more global licence.
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For instance, let us consider an open flight ticket which permits to take any flight from a given departure city to
some destination city. In this case, we need a mean to represent a set of flights that share the same departure and
destination cities. For this purposeyiawcan be used as a target value to define more global licences. For instance,
a valid open flight ticket whose target value is equal to the \Réght_Toulouseto_Paris allows the grantee to take
any flight from Toulouse to Paris.

Similarly, we can consider licences whose grantee attributadteanstead of a specific subject. In this case,
every subject assigned to the role specified in the grantee attribute will get the privilege defined in the licence.
Applying the same approach, it is also useful to manage licence whose privilege attribute is not a specific action
but a set of actions. In the following, this is calledaativity.

Thus, a licence is a polymorphic object used to manage multi-granular privileges. This is used to specify both
“classical” administrative requirements (where a permission is assigned to a rolejelétiationrequirements
(where a permission is assigned to a specific subject). In previous proposals, delegation is modelled separately
from other administrative needs (see [4] for instance).

2.4 Need of a self administrated model

Licence is the central concept to define a fully self administrated model. Using this concept, it is straightforward
to specify that a same role may cumulate both regular and administrative permissions.

By contrast, ARBAC, A-ERBAC and X-GTRBAC are all based on a strict separation between administrative
and regular roles. As mentioned in the introduction, this is restrictive since some roles (for insgsozar)
combines regular permissions (for instance the permission to consult a medical record) and administrative permis-
sions (for instance the permission to grant a permission to a nurse to consult some medical records in a context of
urgency).

2.5 Need of Confinement Properties

The concept of organization is used to structure the security policy definition. It is also used tadafinement
properties. The authority range of a role must be restricted by a confinement constraint. The objective of such a
confinement constraint is to prevent a malicious administrator of an organization from creating licences that would
illegally apply to another organization.

As suggested in [18], a confinement constrairgtitct if a licence created by a subject who is empowered in an
administrative role in a given organization can only apply inside this organization. However, the strict confinement
constraint is generally too restrictive. Instead, in the following, we shall consider the hierarchical confinement
constraint. In this case, the authority range of an administrative role is limited to its organization or to one of its
sub-organizations.

Notice also that the hierarchical confinement constraint applies as a general constraint to restrict the author-
ity of administrators. In our model, it will be possible to explicitly specify that the authority range of a given
administrative role does not include some sub-organizations.

3  Our administration Model

Our administration model is defined as an extension of the OrBAC model [3]. One objective of OrBAC is to define

a security policy independently of its implementation. In order to reach this gobjects actionsand objects

are structured round the organization where these entities evolve. This organization conforms to a given security
policy. OrBAC has two abstraction levels, say concrete and abstract levels linked by the organization where they
are defined. The concrete level is based on subjects, actions and objects. The abstract levetaestatis/ities

andviews Basically, a role (activity, view respectively) is a set of subjects (actions, objects respectively) on which

the same security rules apply. These security rules may depend on temporal aspects, prerequisite events and so
on. In this case, theontextentity of OrBAC model brings this flexibility [14]. In this section, we see how we
manage these entities to extend the OrBAC model in order to deal with a decentralized security administration that
complies with our four principles.
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Figure 1: Administrative Views: All is Object

We use a formalism based on first order logic with negation. However, since first order logic is generally
undecidable, we restrict our model to be compatible with a stratified Datalog program [24]. A stratified Datalog
program is computable in polynomial time. To express rules and facts, we shall actually use a prolog-like'notation

The remainder of this section is organized as follows. Section 3.1 introduces the basic entities of object, subject,
action and organization. Section 3.2 shows how to structure these basic entities using the coneepSefction
3.3 defines the administrative conceplioénce shows how to modeadontextualicences, gives an interpretation
of a licence in terms of permission and formally specifies the confinement principle associated with licence man-
agement. Sections 3.4 and 3.5 respectively introduce the concepls ahdactivityand define two administrative
concepts to respectively managgbject-role assignmeiindaction-activity assignmentSection 3.6 shows how
to use the concepts of view, role and activity to definelti-granular licences. Finally, section 3.7 deals with
hierarchies and discusses the problem of illegal flow of permissions within the hierarchies.

3.1 Object, subject, action and organization

Our model is object-oriented. Thus, every entity corresponds tebget (see Figure 1). Each object has an
identifier that uniquely identifies the object and a setatfributesto describe the object. Following a logical
formalism, attributes are modelled as binary predicates. For instancegégst,20). says that the object whose
identifier iss1 has an attributage whose value is 20. Objects belong to classes. This is modelled using a binary
predicateclass. For instance, the factass(s1,student). says thatl belongs to thatudent class.

We consider three special classes of objects calldgkbct, action and organization. Subjects correspond to
active entities and can perform actions on objects. Actions are concrete programs. An organization corresponds to
any entity that is responsible for managing a security policy. Organizations may have sub-organizations. This is
modelled by a binary predicasab_organization which defines a partial order relation on organizations.

Objects may be associated withnstraintsthat correspond to special rules whose conclusion igitloe predi-
cate (as suggested in [16]). For instance:

error :- class(X,student), teach(X,Y), class(Y,course),level(Y,master_thesis).

This constraint specifies that a student cahtech a master thesis course.

T Terms starting with a capital letter, such @abject, corresponds to variables and terms starting with a lower case letter, speters
corresponds to constants. A fact, suclpasent(peter,john)., says thapeter is a parent ofohn. A rule, such asgrand_parent(X,Z)
- parent(X,Y),parent(Y,Z)., says thak is a grand-parent o if there is a subjecY such thaiX is a parent olY andY is a parent o

Finthe following, we assume that no action can violate a constraint. If executing a given action violates a constraint, then this action is rejected.
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3.2 View

The concept of View is different from the concept of Class. A class is a taxonomical concept used to structure

the object descriptions, i.e. a class groups objects that have similar characteristics. By contrast, a view is an
organizational concept used to structure the policy specification, i.e. a view groups objects on which the same
security rules apply.

In our model, each organization manages its views. For this purpose we introduce a ternary poedjcate
thenuse(org,0,v) means thabrg uses objecb in view v. For instanceuse(enst_bretagne,c1,course)., says that
organizatiorenst_bretagne uses object1 in view course.

A view may be defined (1) by enumerating facts specifying which objects are used in this view by a given
organization or (2) by a logical rule calledseew definitione.qg:

use(Org,C,graduate_course) :- use(Org,C,course),level(C,graduate).

This rule says that any organizati@ng uses objec€ in view graduate_course if Org usesC in view course and

the attributelevel of C is equal tograduate. Thus, a view definition corresponds t@endition which is used to
automatically derive that some objets belong to a given view,vsags in SQL, a view may be definedith
check option When the check option is used, any modification of the view will be rejected if it violates the view
definition. In this case, the following additional constraint is inserted:

error :- use(Org,Obj,v), not (condition).

For instance, if the above viegraduate_course is createdvith check optionthen the following constraint will
be insertederror :- use(Org,C,graduate_course), not (use(Org,C,course),level(C,graduate)).

When a subject creates an objebf, then a viewv and an organizationrg must be specified. If the security
policy of organizatiororg permits that this subject creates this object in this view, thetforg,obj,v). is inserted
in the theory.

3.3 Licence and confinement principle

The licence class.The clasdicence is used to specify and manage the security policy. In this section, we only
consider fine-grained licences that apply to subjects, objects and actions. In section 3.6, we shall model more
global licences.

Objects belonging to thécence class have the following attributes: (&ythority: organization in which the
licence applies, (2yrantee: subject to which the licence is granted, (Bivilege: action permitted by the licence,

(4) target: object to which the licence grants an access andd@ext: specific conditions that must be satisfied to
use the licence.

One can notice that thizence class is associated with an attribute caltedtext we did not discuss so far.
Contexts are used to specify conditions, for examyaleking_hours or urgency. To model contexts, we introduce a
class of objects callecbntext and a 5-place predicateld. If org is an organizations is a subjecta an action
an object and a context, themhold(org,s,a,o0,c) means that, within organizatiamg, subjects executes actioa on
objecto in contextc.

Conditions that must be satisfied to derive that a context is active are modelled by a logical ruleatéed
definition We have defined five kinds of contexts: Temporal, Spatial, Provisional, Prerequisite, user-declared (see
[14] for more details). In the following, we shall also consider a context calbadnal that is always active for
any organization, subject, action and object.

Licence interpretation and confinement. The following constraint enforces tharict confinement principle
error :- use(Org,L,licence), authority(L,Auth), Org != Auth.

It specifies that a licence is only valid if it applies to the same organizatidnas the organizatio@rg that uses
this licence. The strict confinement principle is generally too restrictive. Within an organization, it must be also
possible to create licences that apply to some of its sub-organizations. This is modelled by the following constraint
calledhierarchical confinement principle

error :- use(Org,L,licence), authority(L,Auth), not (sub_organization(Org,Auth)).

We interpret the existence of a licence as a permission. For this purpose, we introduce the predidsgtien
and define the following rule:
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permission(Auth,Subject,Action,Object,Context) :-
use(Org,L, licence), authority(L,Auth), grantee(L,Subject), privilege(L,Action), target(L,Object),
context(L,Context), sub_organization(Org,Auth).
We use the following rule to derive actual permission for some subject, action and object when the context is active:
is_permitted(Subject,Action,Object) :- permission(Auth,Subject,Action,Object,Context),
hold(Auth,Subject,Action,Object,Context).

3.4 Role and role assignment

Licences modelled in the previous section can only be used to grant a fine grained permission that applies to a given
subject, action and object. As suggested in the RBAC model, it is convenient to grant permissions to roles and then
assign subject to roles. For this purpose, we first consider amlew Roles are managed as other objects. So,
roles can be created. For instance, if the mtdessor is created in organizatioenst_bretagne, then the following

fact is inserteduse(enst_bretagne,professor,role).

Assigning subject to roles is a part of the administration policy. To manage assignment of subject to roles,
we introduce a class of objeatsle_assignment. This class is associated with the three following attributes: (1)
authority: organization in which the role assignment applies,a®jgnee: subject to which the role is assigned
and (3)assignment: role assigned by the role assignment.

Within an organization, we assume that a role assignment is valid if it applies to the organization itself or to
some of its sub-organizations. Thus, the hierarchical confinement principle, defined in section 3.3, applies to role
assignments:
error :- use(Org,RA, role_assignment), authority(RA,Auth), not (sub_organization(Org,Auth)).

To interpret the existence of a role assignment, we introduce the preeliggdeer: if org is an organizatiors a
subject and a role, therempower(org,s,r) means thas is empowered in rolein organizatiororg. We then define
the following logical rule to interpret objects that belong to thie_assignment view in terms of theempower
predicate:
empower(Auth,Subject,Role) :-

use(Org,RA role_assignment), authority(RA,Auth),
assignee(RA,Subject), assignment(RA,Role), sub_organization(Org,Auth).

3.5 Activity and activity assignment

Roles provide a convenient abstraction of subjects to define a security policy. In a similar way, we suggest ab-
stracting actions into another concept caldadivity. Actions correspond to application dependant programs. By
contrast, activities is an application independent concept which, in some sense, represents the role of actions in the
system.

To model activities, we first consider a viewtivity and each organization will have to create its activities. In
the following, we assume that these activities include two atomic activities cakatk anddelete to be used
to create or delete objects, including licences. However and by contrast with other administration models such
as [20, 18, 6], we do not restrict the administration activities to only creation and deletion. Thus an organization
may define other administration activities. Some of these activities could be non atomic. Management of security
policies that include non atomic activities is outside the scope of this paper but is discussed in [11].

When implementing the policy, it is then necessary to assign concrete actions to activities, including adminis-
trative activities. For instance, in a relational database, create and delete activities will respectively correspond to
INSERT and DELETE actions.

Assigning actions to activities is clearly another part of the administration policy. To manage assignment of
actions to activities, we introduce a new class calletility_assignment which is associated with the same three
following attributes asole_assignment: (1) authority, (2) assignee and (3)assignment.

We assume that objects in thetivity_assignment class also satisfies the hierarchical confinement principle. To
interpret the existence of an activity assignment, we introduce the predieaider: if org is an organizatiorgct
an action and an activity, therconsider(org,act,a) means thadct is an implementation of activity in organization
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org. We define the following logical rule to interpret objects that belong taathigity_assignment view in terms
of theconsider predicate:
consider(Auth,Action,Activity) :-

use(Org,AA,activity_assignment), authority(AA,Auth),

assignee(AA,Action), assignment(AA,Activity), sub_organization(Org,Auth).

3.6 Multi-granular administration privileges

We can now generalize licences of section 3.3 by considering that the attibuotee of a licence can be a subject
or a role, the attributerivilege can be an action or an activity and the attribuatget can be an object or a view.
If the grantee is a role, we need an additional rule to derive that a given permission is granted to a subject, when
a permission is granted to a role and this subject is assigned to this role:
permission(Auth,Subject,Action,Object,Context) :-
permission(Auth,Role,Action,Object,Context),
use(Auth,Role,role), empower(Auth,Subject,Role).
There are two other similar rules to respectively interpret licences when the attrilmilegje is an activity and
the attributearget is a view.
We can further generalize the licence structure by considering that attrduttesity can be an organization
view (instead of an organization). Generalizing organization by organization view in the attriltuety is done
by the following rule:
permission(Auth,Subject,Action,Object,Context) :-
use(Org,L,licence), authority(L,View_Auth),
use(Org,View_Auth,view), use(Org,Auth,View_Auth),
class(Auth,organization), grantee(L,Subject),
privilege(L,Action), target(L,Object), context(L,Context).
With this generalization, we can consider licences that grant an access to every sub-organization of a given organi-
zation that belongs to a given view specified in the licence. For instance, the organératibretagne can create
licences that apply to all itsampus.
Thus, with this model, we can specify a large variety of permissions, from very specific ones that apply, in an
organization, to some subject, action and object, to very general ones that apply to some role, activity and view.

3.7 Hierarchies

Hierarchy of roles has been investigated in many security models, especially RBAC. This hierarchy is generally
associated with inheritance of permissions. It is an effective concept to simplify the security policy specification.
In [10], we consider other hierarchies that apply to activity, view and context and associate these hierarchies with
inheritance of permissions through these hierarchies. We have investigated how to administer these hierarchies.
As in the previous sections, our approach is based on managing a special class of objectsiehiledrchy.
This class has the three following attributes: glidhority, (2) senior_role and (3)junior_role. Objects belonging to
classrole_hierarchy are interpreted as follows: in a given organization, a given senior role will inherit permissions
from a given junior role. We then consider a 3-place predigaéeinheritance defined as the following: ibrg is
an organizationsrole a role androle another role, therole_hierarchy(org,srole,jrole) means that rolerole inherits
permissions from rolgole in organizatiororg. We define the following logical rules to interpret objects that belong
to role_hierarchy:
role_inheritance(Auth,Srole,Jrole) :-
use(Org,RH,role_hierarchy), authority(RH,Auth),
senior_role(RH,Srole), junior_role(RH,Jrole), sub_organization(Org,Auth).
We have actually defined two different constraints respectively: Constraint associated with creation of a role
hierarchy and Constraint associated with creation of a licence. But due to space limitation, we do not go in further
details in this paper.
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authority: enst-bretagne authority: campus-rennes
grantee: robert grantee: admin
privilege: create privilege: manage
target: licence target: non-admin-licence
context: nominal context: nominal
licence 1 licence 2

authority: campus-rennes authority: campus-rennes
grantee: student-admin grantee: joelle
privilege: manage privilege: create
target: student-licence target: rennes-admin-student-assignment
context: working-hours context: nominal

licence 3 licence 4

authority: campus-rennes
grantee: valerie

privilege: manage

target: student-assignment
context: during-joelle-vacation

licence 5

Figure 2: Licence examples

4 Policy administration examples

4.1 Organizational administration

In this section, we show how to use our model to specify some administration security requirements of an organi-
zation such as the ENST Bretagne.

Let us consider a subject, callesbert, who is granted the permission to design the security policy of the ENST
Bretagne. For this purposegbert has first to create a new organizational security policyefet-bretagne. A
new root organization identifier is created and the licence 1 (see figure 2) is inserted in the policy base. This
licence specifies thabbert can create any licences émst_bretagne. This is a very powerful statement which
actually allowsrobert to do anything in the organization. Thusbert can create licences, wittuthority equals to
enst_bretagne that will allow him to create new organizations, views, subjects, roles, role assignments, etc.

As a first example, let us assume thatert wants to create a roldmin which is responsible for administering
the non administrative roles of the sub-organizatiampus_rennes of theenst_bretagne. For this purposepbert
must first create the following view definitiomith check option
use(Org,L,non_admin_licence) :- use(Org,L,licence), grantee(L,R), not (role_inheritance(Org,R,admin)).

The viewnon_admin_licence only contains licences whose grantee is a role that does not inherit froradrale.
robert has then to create the licence 2 of figure 2. Finadlpert can create a subject calledirc and assign him to
role admin by creating the role assignment 1 of figure 3.

As a second examplegbert wants to create another rodeudent_admin for administering theampus_rennes
students during working hours. For this purposshert first creates the following view definitiowith check
option
use(Org,L,student_licence) :- use(Org,L,licence), grantee(L,R), role_inheritance(Org,R,student).

Thus, the viewstudent_licence only contains licences whose grantee is a role that inherits fronstudent (for
instance rolatudent itself or rolegraduate_student). To assign to the rolstudent_admin the permission to manage
the students afampus_rennes, robert must then create the licence 3 of figure 2. Finabert can create a subject
calledjoelle and assign her to rokudent_admin by creating the role assignment 2 of figure 3.
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authority: campus-rennes authority: campus-rennes
assignee: marc assignee: joelle

assignment: admin assignment: student-admin

role assignment 1 role assignment 2

Figure 3: Role assignment examples

4.2 Delegation examples

Previous works on delegation [4, 25] showed that it is a complex problem to solve. It is generally modelled
separately from other administration requirements. In this section, we show how our approach makes it pos-
sible to manage all administration requirements, including delegation requirements, in a unique model. As an
example, let us assume that there is another subject, calkett, also assigned to roktudent_admin, but incam-
pus_brest. Let us also assume thiatlle wants to delegate tealerie the permission to manage student assignments
in campus_rennes in the contextduring-joelle-vacation. To model this delegation, we have first to create a view
student_assignment with check option
use(Org,RA,student_assignment) :-

use(Org,RA role_assignment), assignment(RA,Role),

role_inheritance(Org,Role,student).
This view only contains assignments to a role that inherits fromstolgent.

We need a second view calleehnes_admin_student_assignment. This view contains licences that give per-
mission to delegate to subject assigned to mnlelent_admin in campus_brest the permission tonanage view
student_assignment of campus_rennes. This view is definedvith check optioras follows:
use(Org,L,rennes_admin_student_assignment) :-

use(Org,L, licence), authority(L,campus_rennes),

grantee(L,S), empower(campus_brest,S,student_admin),

privilege(L,manage), target(L,student_assignment).
robert can then create the licence 4 of figure 2 that will allawlle to create licences belonging to view
rennes_admin_student_assignment (and thus to delegate the permission to manage student assignments to a sub-
ject who is empowered in rolstudent_admin in campus_brest). Using this licencejoelle can delegate tealerie
the permission to manage student assignmentaritpus_rennes in contextduring-joelle-vacation by creating the
licence 5 of figure 2.

As suggested in [4], many other cases of delegation are possible that, due to space limitation, we cannot fur-
ther develop in this paper. However, we show in [5] that our administration model actually provides a complete
framework for delegation.

5 Conclusion

In this paper, we use a specific object calle@dnce a concept largely used in digital rights management, to
deal with the hard problem of security policy administration. When someone obtains an administrative licence,
it obtains a permission to create ndéiaencesthat is to define new permissions. These licences can in turn be
administrative licences. This technique can be used to completely decentralize the security policy administration.
Moreover, licences are multi-granular: they can be assigned either to an individual subject (an administrator in
the case of an administrative licence) or to a role, to do either an action or activity (may be administrative ones),
on either an object or view (that can be administrative). Permission derived from aligeeceis constrained
by five attributes uthority, grantee, privilege, target andcontext) (section 3.3). These constraints define the per-
mission’s scope. In this way, we avoid negative side effects of decentralizing security policy administration by
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finely managing permissions obtained by delegation and controlling inheritance of permissions. ARBAC fails to
manage properly these aspects. The reason is: the range of the authority in ARBAC is based on the role hierarchy
which, for instance, may require complex integrity constraints to prevent some leakage of administrative rights,
in particular when this role hierarchy is modified. Our model is more expressive (fine grained licences, global
licences and nested contexts) than X-GTRBAC (see sections 2.2, 2.3, 2.4).

Multi-granular licences jointly with theheck optiormake it possible to nicely modelled delegation (section
4.2). Work is in progress about other kinds of delegation, in particular, problem of cascading or restricting the
revocation of delegation. This applies to a security administiatowho attempts to revoke a licence to some
subjectSS whereasss has delegated in turn this licence.

Our model is an extension of the OrBAC model. ConceptBoeihceandconfinemenare fully integrated in
this model. OrBAC is self-administrated. This avoids to distinguish the definition of regular permissions from
administrative permissions and allows some subjects or roles to cumulate both of them.

The model presented in this paper is currently implemented in MotOrBAC [8]. MotOrBAC can be used to spec-
ify various kinds of decentralized administration policies. The policy designer and other policy administrators are
authenticated by the prototype so that they can only create or/fand manage entities permitted by the administration
policy. MotOrBAC implements high-level strategies to manage conflits and rules redundancies as defined in [7].
All security policies in MotOrBAC are saved in XML to comply with the format of information exchanged via
Internet (see [12] for a presentation of the XML schema that implements the OrBAC model). The MotOrBAC
prototype has been tested to specify administration security policies of an health care Siitg®mproject) and
e-voting project Expérience EemocratiqueProject). Finally, the OrBAC model and administration extensions
discussed in this paper are good bases to define an interoperability infrastructure. This point is further developed
in [9] and the corresponding XaCML profile is presented in [2].
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