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Abstract. In recent security architectures, it is possible that the se-
curity policy is not evaluated in a centralized way but requires negoti-
ation between the subject who is requesting the access and the access
controller. This negotiation is generally based on exchanging credentials
between the parties so that the access controller can decide to accept or
deny the requesting access. Previous proposals in this field generally im-
plicitly or explicitly assume that the access control policy only contains
permissions. In this paper, we present a new approach of negotiation
when the security policy contains both permissions and prohibitions. In
this case, we claim that it would not be fair to ask for credentials to
directly activate prohibitions. Thus, our approach consists in rewriting
the policy into an equivalent one that only contain permissions. Since
the rewritten policy specifies negative conditions, we then show how to
define strategies to negotiate these negative conditions.

1 Introduction

Traditionally, access control is enforced by centralized stand-alone architectures.
In this case, the access controller “knows” all information necessary to evaluate
the access control policy. As a consequence, when a subject sends a query to
the access controller, this access controller does not need to interact with this
subject to decide if this query must be accepted or rejected.

However, in more recent architectures, such a centralized evaluation of the
access control policy is no longer appropriate. When a subject sends a query to
the access controller, this controller needs to interact with the subject through
a negotiation protocol. The objective of this protocol is to exchange additional
information necessary to evaluate the policy. These information generally corre-
spond to credentials the subject has to provide to prove that he or she satisfies
the requirements to execute the query.

Notice that the negotiation protocol can actually behave in a symmetric way
in the sense that the access controller may also exchange credentials to provide
the subject with guarantees that this subject can interact securely with the
controller.

The objective of the negotiation is to exchange credentials in order to decide
if the query must be accepted or not. When the access control policy corresponds



to a set of permission rules, this consists in determining if the query matches one
of these permission rules. However, the access control policy may also include
prohibitions that act as exception to the permissions. In that case, the negotiation
protocol must decide if (1) there is a permission to accept the query and (2) there
is no prohibition that would apply to deny the query.

However, we claim that it would not be fair if the negotiation protocol ask
for credentials in order to activate prohibitions. To illustrate this claim, let us
consider the two following access control rules: (R1) a member of the medical
staff is permitted to consult the patient’s medical summary, (R2) a medical
secretary is prohibited to consult the patient’s medical summary. Let us also
assume that rule R2 has higher priority than rule R1'.

Let us now consider a subject who asks to consult a given medical summary.
We argue that the negotiation protocol should not ask this subject to provide
a credential proving that he or she is a medical secretary in order to activate
prohibition R2. Instead, the negotiation protocol should ask this subject to prove
that he or she is a medical staff member (so that permission R1 applies) and not
a medical secretary (so that prohibition R2 does not apply). For this purpose,
the subject may provide a credential proving that he or she is a physician if this
is sufficient to derive that (1) a physician is a medical staff member (due to an
inclusion hierarchy) and (2) a physician cannot be a medical secretary (due to
a separation constraint).

Since it is not possible to directly negotiate prohibitions, we suggest an ap-
proach to solve this problem. The central idea consists in rewriting an access
control policy that contains both permissions and prohibitions into an equiva-
lent policy that contains only permissions. We show that this approach applies to
both open and close policies. The resulting policy only contains permissions but
requires to negotiate negative attributes. For instance, in our above example, the
negotiation protocol must get evidence that the subject is not a medical secre-
tary. Thus, another contribution of this paper consists in adapting a negotiation
protocol so that negotiation of negative attributes is possible.

The remainder of this paper is organized as follows. In section 2, we further
develop a scenario to motivate the problem addressed in this paper. Section 3
presents the model we use to specify access control policies and explains how
to manage conflicts between permissions and prohibitions by assigning priority
levels to security rules. In section 4, we define a rewriting procedure that trans-
forms an access control policy into an equivalent set of permissions and show
how this procedure applies to both open and close policies. Since our rewriting
procedure can generally generate negative conditions, section 5 explains how to
adapt a negotiation protocol in order to negotiate such negative conditions. Sec-
tion 6 presents a discussion of our approach and compares it with related work.
Finally, section 7 concludes the paper.

! Assigning priority to access control rules will be further discussed in the remainder
of this paper.



2 DMotivating example

In this section, we present an example to illustrate our approach. We consider
a database used in an organization to manage medical records. There is special
type of medical record called medical summary.

The database can be accessed by medical staff members. There are several
sub roles of medical staff member: medical secretary, nurse and physician. There
are also two sub roles of physicians: senior physician and junior physician.

Subjects can ask to execute the activity of managing a medical records. There
are two sub activities of managing called consult and update.

The access control policy associated with this database management system
corresponds to the following rules:

— R1: A member of the medical staff is permitted to manage the patient’s
medical summary,

— R2: A medical secretary is prohibited to manage the medical records,

— R3: In a context of urgency, a medical secretary is permitted to consult the
patient’s medical summary,

— R4: A nurse is prohibited to update the patient’s medical summary,

— R5: A physician is permitted to manage medical records,

— R6: A junior physician is prohibited to update medical records.

— R7: In a context of urgency, a junior physician is permitted to update the
patient’s medical summary.

When a subject queries the database to get an access to a medical record,
this subject has to provide credentials to prove that the requested access is ac-
tually permitted. For this purpose, a subject can give credentials proving his or
her role (medical secretary, nurse, physician, junior physician or senior physi-
cian), credential proving that someone is his or her patient (if this subject is a
physician) and credentials proving that the context of urgency is active.

When a subject queries the database, several rules of the security policy may
potentially apply. For instance, when a subject asks to update some medical
summary, all the rules of the above policy may potentially apply (since update
is a sub activity of manage and medical summary is a special type of medical
record).

Since these rules are conflicting, it is first necessary to solve these conflicts
by assigning priority levels to these rules. This is further explained in section 3.
Based on these priority levels, we define a process to rewrite the initial policy
into an equivalent set of access control rules but that only contains permissions.
For example, if we assume that rule R6 has higher priority than rule R5, then
our rewriting process will rewrite rule R5 into the two following rules:

— R5.1. A physician who is not a junior physician is permitted to manage his
or her patient’s medical records,

— R5.2. A physician is permitted to manage without updating his or her pa-
tient’s medical records.



Then, the database access controller has to determine which rule actually
applies to take the decision to accept or deny the access. For this purpose, the
access control must determine which credentials are sufficient to grant an access.
For example, let us assume that the subject that queries the database provides
his credential proving that he or she is physician. In this case, if the query consists
in updating some medical record, then rule R5.1 potentially applies. Thus, the
negotiation process may ask this subject to prove that he or she is not a junior
physician.

As mentioned in the introduction, the net advantage of our approach is that
the negotiation process will not ask the subject to prove that he or she is a junior
physician to check if the prohibition associated with rule R6 actually applies.
We claim that it is clearly better to ask this user to prove that he or she is not
a junior physician in order to derive that rule R5.1 actually applies.

3 Policy specification and conflict management

3.1 Access control specification

Access control models provide means to specify which permissions and prohi-
bitions apply to subjects when they execute actions on objects [3,8]. These
permissions and prohibitions are generally modelled by rules having the form?
condition — permission(S, A, O) or condition — prohibition(S, A, O) where
condition is a condition that must be satisfied on the state of the information
system to derive the corresponding permission or prohibition. A conflict occurs
if it is possible to derive that a given subject is both permitted and prohibited
to execute a given action on a given object.

Managing conflits in such models is a complex problem and [4] shows that
detecting potential conflicts is actually undecidable. In [4], we also show the
advantage of a more structured model as suggested in the OrBAC model |9,
10] and we shall use this model in the following to express the access control
policy. One of the OrBAC contribution is the abstraction of the traditional triples
(subject, action, object) into (role, activity,view). The entities subject, action
and object are called concrete entities whereas the entities role, activity and
view are called organizational entities.

A view is a set of objects that possess the same security-related properties
within an organization thus these objects are accessed in the same way. Ab-
stracting them into a view avoids the need to write one rule for each of them.
Another useful abstraction is that of action into activity. An activity is viewed
as an operation which is implemented by some actions defined in the organiza-
tion. For example, the actions read (for a file) and select (for a database) may
be considered as one consult data operation. This is why they can be grouped
within the same activity for which we may define a single security rule. One of
the main contributions of the OrBAC model is that it can model context that

2 In the following, we shall assume that terms starting with a capital letter represent
variables and that all free variables in formula are implicitly universally quantified.



restricts the applicability of the rules to some specific circumstances [5]. Thus,
context is another organizational entity of the OrBAC model.
The OrBAC model defines four predicates®:

— empower: empower(s, r) means that subject s is empowered in role 7.
consider: consider(c, a) means that action « implements the activity a.

— use: use(o, v) means that object o is used in view wv.

hold: hold(s, a, 0, ¢) means that context ¢ is true between subject s, action
a and object o

Access control rules are specified in OrBAC by quintuples that have the following
form:

— SR(decision,role, activity, view, context)

which specifies that the decision (i.e. permission or prohibition) is applied to
a given role when requesting to perform a given activity on a given view in a
given context. We call these organizational security rules. An example of such a
security rule is:

— SR(prohibition, nurse, update, medical_summary, anyc)

that corresponds to the rule R4 in our motivating example associated with the
anyc context which is always true.

Concrete permissions or prohibitions that apply to triples (subject, action, object)
are modelled using the predicate sr(decision, subject, action, object) and logi-
cally derived from organizational security rules. The general derivation rule is
defined as follows:

RG : SR(Decision, R, A,V,C) A
empower(Subject, R) A
consider(Action, A) A
use(Object, V) A
hold(Subject, Action, Object, C)

— sr(Decision, Subject, Action, Object)

3.2 Structuring organizational entities

The OrBAC model is based on four different types of organizational entities,
namely role, activity, view and context. When defining our algorithm to rewrite
a security policy in section 4, we shall need to aggregate elementary entities into
composite entities. For instance, if 71 and ro are two roles, then we shall consider
that the intersection 71 N9 and the disjunction r; Urs of these two roles is also
a (composite) role. Similarly, the complement 7 or a role r is also a role.

3 In OrBAC, the organization is made explicit in every predicate but here, to simplify,
the organization is left implicit since we consider always only one organization.



For this purpose, we define an algebra for the four types of organizational
entities. To simplify the presentation, we only formally define this algebra for the
role entities. The algebras for the three other entities activity, view and context
are similarly defined.

To define this algebra, we first consider a finite set S or subjects and a finite
set R of elementary roles. The algebra associated with the role entity is then
defined as follows:

Definition of the role algebra: We define an algebra for the role entity as
follows:

— nog and anyg are two roles.

— If r € R then r is an (elementary) role.

— If r is a role, then 7 is a role.

— If r; and 75 are roles, then vy Nre and r; Ury are roles.
Nothing else is a role.

In the following, we shall also use 71\r2 as a notation equivalent to r1 N 73.

Interpretation of the role algebra: To provide an interpretation of the al-
gebra, we use the following notation for each elementary role r:

| 7 |={s € S such that empower(s,r) is true}

Then the algebra is interpreted as follows:

— |nog |=10

— lanygr |= S

- |rl=cyl

=[N |=[r[N]re |
= [rmUre|=[r[U]|r ]

Aziomatic: The axiomatic of the role algebra is defined by axioms that spec-
ify that N is commutative, associative, it distributes over U plus the following
axioms:

— NOR = anypr

- RNR=R

— RNnogr = nog
— RNanyr = R
- R=R

— RIURy =R NRy

We also associates the four organizational entities with a hierarchy of inclu-
sion and constraints of separation. We only present the model for the role entity.
The models for the activity, view and context entities are similarly defined.

The inclusion hierarchy on the roles is defined using the sub_role predicate:
If r1 and ry are roles, then sub_role(ry,r9) means that r1 is a sub role of 5.

Separation constraints between roles are defined using the separated_role(ry,r2)
predicate which states that role r; is separated from role 79, i.e. a subject cannot
be empowered in both r; and rs.

We have the following axioms:



— separated_role(Ry, Ry) < Ry N Ry = nog

— sub_role(Ry, Ry) «<» Ry N Ry = nog

— sub_role is transitive

— sub_role(Ry, R2) A separated_role(Rq, R3) — separated_role(Ry, R3)

To illustrate this algebra, let physician be a role. According to our algebra
physician is also a role which is defined through the complement of the role
physician. That is, a subject is assigned to the role physician if he is not as-
signed to the role physician. If we have two roles physician and employee then
physician N employee and physician U employee are also roles based respec-
tively on intersection and disjunction of roles. A subject is empowered in the
role physician Nemployee if he or she is empowered in both roles physician and
employee.

3.3 Prioritized access control rules

When the access control policy contains both permissions and prohibitions, a
conflict occurs when it is possible to derive both sr(permission,s,a,o0) and
sr(prohibition, s, a, 0) for some subject, action and object. The solution is based
on assigning priorities to security rules so that when a conflict occurs between
two rules, the rule with the higher priority takes precedence.

This is basically the approach suggested in the OrBAC model [4]. It actually
provides means to detect and manage potential conflicts between organizational
rules. A potential conflict exists between an organizational permission rule and
an organizational prohibition rule if these two rules may possibly apply to the
same subject, action and object. There is no such potential conflict between
two organizational security rules if these rules are separated. Thus, in OrBAC, a
potential conflict between two organizational security rules is defined as follows:

Definition 1 Potential conflict: Two security rules SR(dy,r1,a1,v1,c1) and
SR(da,re,a2,v2,c2) are potentially conflicting if dy # da and role r1, activity
a1, view v1 and context ci are respectively not separated from role o, activity
asz, view vy and contert cs.

Priorities should be associated with such potentially conflicting security rules
in order to avoid situations of real conflict. Prioritization of security rules must
proceed as follows [4]:

— Step 1: Detection of potentially conflicting rules.
— Step 2: Assignment of priority to potentially conflicting rules.

We then obtain a set of partially ordered security rules SR(decision, role,
activity, view, context, priority). Concrete security rules can be derived from
the abstract security rules and are assigned with the same priority. It has been
proved in previous works [4] the following theorem.

Theorem 1 If every potential conflict is solved, then no conflict can occur at
the concrete level.



3.4 Application to our motivating example

The access control policy of our motivating example is formally specified by the
following set of OrBAC security rules:

— RI1: SR(permission, medical_staf f, manage, medical_summary, anyc)
— R2: SR(prohibition, secretary, manage, medical record, anyc)

— R3: SR(permission, secretary, consult, medical_summary, urgency)

— R4: SR(prohibition, nurse, update, medical _summary, anyc)

— R5: SR(permission, physician, manage, medical _record, anyc)

— R6: SR(prohibition, junior_physician, update, medical -record, anyc)

— R7: SR(permission, junior_physician, update, medical _record, urgency)

We also assume we have the following separation constraints:

— C1: separated_role(nurse, secretary)
— C2: separated_role(nurse, physician)
— C3: separated_role(secretary, physician)

Notice that since we have sub_role(junior_physician, physician) we can also
derive:

— C4: separated_role(nurse, junior_physician)
— C5: separated_role(secretary, junior_physician)

Let us now detect and solve the potential conflicts of this access control
policy:

— Step 1: Detection of potential conflicts.
We have the following set of pairs of potentially conflicting rules:
Conflict = {(R1, R2),(R1, R4), (R1, R6), (R2, R3), (R5, R6), (R6, R7)}
— Step 2: Resolution of potential conflicts.
To solve the set of potential conflicts, we need to assign priority to every
pair of potentially conflicting rules. For instance:
R1 < R2< R3
R1 < R4, R6 < R1
R5 < R6 < R7

4 Policy rewriting

We present an algorithm to rewrite a security policy that contains both per-
missions and prohibitions into an equivalent security policy that only contains
permissions. In the initial policy we want to rewrite, we assume that every po-
tential conflict is solved by priority assignment.

We first address the case of a close policy and then the case of an open policy.
We recall that in the case of close policy, when no security rule applies to a given
query, then the default decision is to reject the query. Whereas in an open policy,
when no security rule applies to a given query, then the default decision is to
accept the query.



4.1 Close policy case

Principle of the rewriting process: For every pair of potentially conflicting
rule R; and R; such that R; has higher priority than R; and decision(R;) =
prohibition and decision(R;) = permission, rewrite R; with R;.
The rewriting process core: It keeps the rule with the higher priority R;
unchanged and it replaces the rule with the lower priority R; by another rule after
excluding from its application conditions the conditions of the higher priority
rule R;.
Let us write SR(decision, r, ac, v, ctx, priority) = SR(decision, tupleg g, priority),
where tuplesg = {(s,a,0,¢) such that s € r,a € ac,0 € v,c € ctx} and let us
illustrate our algorithm using the following example of three conflicting rules:

— SRy (permission, tuplesg, , priority;)

— SRy (prohibition, tuplegr, , prioritys)

— SR3(permission, tuplegg,, prioritys)
where each tuplesr, = {(s,a,0,c¢) such that s € r;,a € ac;,0 € v;,c € ctx;} and
priority; < prioritys < prioritys.

The steps of our rewriting process are then the following:

1. The rule SRj3 is kept unchanged with its associated application condition
tuplesp,-
2. Rewriting SRy with SRj3 is a process that replaces SRy by SR) with:
tuplesr, = {(s,a,0,c) such that (s,a,o0,c) € tuplesr, \tuplesr, }
3. According to the principle of the rewriting process core, SR is kept un-
changed and SR is rewritten and replaced by SR} with:

tuplesr; = tuplesg, \(tuplesr, \tuplesr;)

tuplesp; can be simplified using some common properties of set theory. In a
finite space E, we have the following properties over two sets S; and Sa:

Si1\Sy = S1 NC2 (1)

Cp%: = CcpuCy (2)
S1

cSr =5, (3)

Thus, using the property (1),(2) and (3), we get:
S1\(S2\S3) = S1 N (S3UCP) (4)

Coming back to our security rules and their associated conditions tuplegsr,,
i € {1,2,3}, if we apply the above simplifications to tuplesg;, we get:

tuplesr, )

tuplesp: = tuplesr, \(tuplesr, \tuplesr,) = tuplesg, N (tuplesr, U Cg

As the set tuplegr, is already taken into account since we keep the rule of
higher priority unchanged (i.e the rule SRj3), we can perform further simplifica-
tion and we get:

l e —
tuplesr; = tuplesg, N C’}t;p Rz — tuplegp, Ntuplesr, (5)



The simplification (5) is true in the case of 3 conflicting rules or even any
number n of totally ordered conflicting rules (see the proof in the Appendix).
Thus, if we consider that we have n rules such as priority; < priority, <
prioritys < ... < priority, where priority, is the priority of SR,,, our rewriting
algorithm for n ordered conflicting rules can be stated as the following;:

— SR, with its condition tuplegr, are keep unchanged and
— for each j such that 1 < j, SR,,_; is replaced by SR;%]- with the condition:
tupleSR;Hj = tupleSRn_j\tupleSRni(jil)

We get in fine:

tuplesp;, = |rn—j\rn—(j—1) | X [ acn—j | X [ vn—j | X | ctan_; |
U 7o | X | acn—j\acn_(j—1) | X | vn—j | X | ctn_; |
Ul rp—j | X [acn—j | X [vn_j\vp—j—1) | ¥ | ctan—; |

Ul nej | X |acn—j| X |vp_j| x| cton_j\cte,—-1)|

Actually, after applying the algorithm each rewritten rule is subdivided into
four distinct sets of rules:

/ .. . .
SR, _; & SR1 n—j(decision, Ty j\Ty_(j_1),aCn_j, Vn_j, ctTn_j, priority, ;}

_;(decision,r,_;, acn,_j\ac,_(j_1y, Vn—j, ctxn_j, priority, _;}
_j(decision,r,_;,acn_j, vn—j\Un_(j_1), CtTp_j, priority, ;}

SR4n j decision,rn,j,acn,j,vn,j,ctwn,j\ct:vn,(j,l),priorityn,j}

The rewriting process we have stated transforms a security policy into an
equivalent policy that contains only permissions. All the conditions of prohibi-
tions that are of higher priority are excluded from the permissions of less priority.
Due to such an exclusion, if a prohibition rule of the policy before the applica-
tion of our algorithm should have been applied to a given request, none of the
resulting permissions of the rewritten policy should be matched. In this case,
the default policy will be applied.

To illustrate our rewriting process, let us apply it to our motivating example.
We shall obtain the following set of permissions:

— R1.1: SR(permission, medical_staf f\secretary\nurse,
manage, medical_summary, anyc)
— R1.2: SR(permission, medical_staf f\secretary,
manage\update, medical _summary, anyc)
— R3: SR(permission, secretary, consult, medical _summary, urgency)
— R5.1: SR(permission, physician\ junior_physician,
manage, medical _record, anyc)
— R5.2: SR(permission, physician,
manage\update, medical record, anyc)
— R7: SR(permission, junior_physician, update, medical _record, urgency)



Notice that the objective of the rewriting process is not to obtain a set of mu-
tually independent permissions as suggested for instance in [1]. In our example,
rules R5.1 and R5.2 are not mutually independent: if a subject assigned to role
physician\ junior_physician asks for executing an action in manage\update on
the view medical_record, then both rules apply.

To obtain mutually independent rules, we could replace physician by
junior_physician in rule R5.2. However, here, the objective of rewriting is ac-
tually not to obtain a “minimal” set of permissions. Instead, it is better for the
negotiation process to obtain a set of “less” restrictive permissions. In our ex-
ample, it would be inappropriate for the negotiation protocol to ask the subject
to prove that he or she is a junior_physician if proving that he or she is a
physician is sufficient to activate the rule.

4.2 Open policy case

The rewriting algorithm also applies when the security policy is open, i.e. when
the default policy is to accept the request when no access control rule applies.

When the policy is open, we have simply to add a security rule specifying
“everything is permitted”:

— RO: SR(permission, anyr, anya, anyy , anyc)

This security rule is associated with the lowest priority, i.e. for every other access
control rule R; of the policy, we have RO < R;.

We can then apply the rewriting algorithm without modification. Let us
apply the approach to the following access control policy:

— R1: SR(prohibition, secretary, manage, medical record, anyc)
— R2: SR(prohibition, nurse, update, anyy , anyc)
— R3: SR(permission, nurse, update, medical _summary, urgency)

Let us assume that R3 has higher priority than R2. After rewriting this
policy, we shall get the following set of permissions:

RO.1: SR
— R0.2: SR

permission, anyg\secretary\nurse, anya, anyy , anyc)
permission, anyg\secretary, any 4 \update, anyy , anyc)

R0.3: SR(permission, anygr, any 4 \manage, anyy , anyc )

— R0.4: SR(permission, anyr\nurse,anya, anyy \medical _record, anyc)
R0.5: SR(permission, anyg, any a\update, anyy \medical record, anyc)
R3: SR(permission, nurse, update, medical _summary, urgency)

I
===

Rules RO.1 to R0.5 corresponds to rewriting rule RO with prohibitions R1
and R2. Rule R3 is not rewritten since it has higher priority than rule R2 and
is separated from rule R1.



5 Negotiation of negative attributes

The set theory we use in this paper is especially adapted to rewrite policies. We
shall now explain how to define a negotiation protocol for the rewritten policies.
For the purpose of negotiation, we need to specify conditions over attributes
(i.e. credentials) to be requested from the requester. This is why we need to
express our rewritten policy using conditions over the entities role, view, activity
and context. Thus, we assume that every organizational entity involved in the
negotiation is associated with a condition expressed in terms of attributes. This
condition is a sufficient requirement to derive that a concrete entity (for instance
a subject) is assigned to some organizational entity (for instance a role).

For example, the condition associated with the role senior_physician may
be that the subject’s occupation is physician and this subject starts this occu-
pation for more than two years. Then, we have:
occupation(S, physician) A start_occupation(S, physician, Start_year) A
year(current_date, Current_year) A Current_year — Start_year > 2

— empower (s, senior_physician)
Now, if a subject involved in the negotiation has to prove that he or she is em-
powered in role senior_physician, then it will be requested to provide credentials
to prove that his or her occupation is physician and that he or she is practising
this occupation for more than two years.

We have also to translate our set theory algebra into logical based conditions
used in the negotiation process. This is straightforward because, if Cond(E;)
and Cond(F5) respectively represent the sufficient conditions to be assigned
into organizational entities Fq; and Fs, then we have the following equivalence:

Cond(E1\Ez2) < Cond(E1) Anot(Cond(Esz))
Cond(E1 N Ey) < Cond(Ey) A Cond(E3)
Cond(FEy U Ey) < Cond(E71) V Cond(Es)

As one can notice from the obtained rewritten security rules, we need to nego-
tiate negative attributes such as not(Cond(Es)). In the traditional centralized
approach, the access controller will generally use “negation by failure” to eval-
uate negation. If the access controller cannot derive that some information is
true, it will infer that this information is false. This corresponds to the close
world assumption: The access controller knows every information necessary to
evaluate the policy.

Of course, the close world assumption is not applicable to evaluate negative
attributes in a negotiation process. Thus, the subject must provide credentials
to prove that some condition is false.

If we assume that there is no credential that may be directly used to prove
a negative attribute, then requester must provide credentials on positive condi-
tions that are used to derive negative attributes proving that some condition is
false. This derivation may be done using the inclusion hierarchy and separation
constraint. For instance, having separated_entity(e1, es), if the requester prove



that he or she is assigned to the entity ey, we can derive that he or she is not as-
signed to entity es. In addition to that if we have sub_entity(es, ea), then we can
derive that separated_entity(ei,es). Thus, the given requestor is not assigned
to entity es.

For instance, in our motivation example, a subject can provide his or her
credential proving that he or she is a senior physician to prove that he or she is
not a medical secretary if (1) a senior physician is a sub role of physician (inclu-
sion hierarchy) and (2) role physician is separated from role medical secretary
(separation constraint).

6 Discussion and related work

Among other works done on negotiation of security policies we mainly discuss
the Trustbuilder [14,12,13], Trust-x [2] and XENA [6] approaches.

TrustBuilder is a system for negotiation of trust in dynamic coalitions. It
allows negotiating trust across organizational boundaries, between entities from
different security domains. Using TrustBuilder, parties conduct bilateral and
iterative exchanges of policies and credentials to negotiate access to system re-
sources including services, credentials and sensitive system policies.

The TrustBuilder approach consists in gradually disclosing credentials in or-
der to establish trust. The approach also incorporates policy disclosure; Only
policies that are relevant to the current negotiation may be disclosed by the con-
cerned parties. They specify what combinations of credentials one can present
in order to gain access to a protected resource of the accessed service. In this
way it is possible to focus the negotiation and base disclosures on need to know.
Since these policies may contain sensitive information, their disclosure can also
be managed by some strategies [11].

Trust-x is another framework for trust negotiation specifically conceived for
a peer-to-peer environment. Trust-y proposes a language for the specification
of policies and credentials needed in the negotiation process. Furthermore, it
provides a variety of strategies for the negotiation. This latter consists of a set
of phases to be sequentially executed. Trust-y introduces trust tickets that are
issued after a negotiation process succeeds. By certifying that previous negotia-
tion process relative to a resource has succeeded, i.e. negotiating entities possess
the required credentials, the trust tickets reduce as much as possible the number
of credentials and policies needed in subsequent negotiation processes relative to
the same resource thus speeding up these processes. Similarly to TrustBuilder,
the Trust-x disclosure policies state the conditions under which a resource can
be revealed. Furthermore, prerequisites,(i.e. set of alternative policies to be dis-
closed before the policy they refer to) associated with sensitive policies manage
their disclosure.

However, none of the previously described models deals with prohibitions.

XENA is another negotiation approach based on the eXtensible Access Con-
trol Markup Language (XACML) [7,6]. The proposed approach allows the ex-
pression of negative policies since XACML is a language that makes use of prohi-



bitions. However, the authors do not explain how to deal with prohibitions in the
negotiation policies. Their approach is based on a resource classification method-
ology [7]. It is the classification of a ressource that determines if the access to
this resource is negotiated (or not) and what are the negotiation requirements,
i.e. needed credentials expressed in negotiation policies. They further propose a
negotiation framework that uses this classification methodology and is based on
the XACML architecture [6]. Two modules are introduced to manage the nego-
tiation process: (1) the negotiation module is in charge of collecting the required
information to establish a level of trust and to insure a successful evaluation
of access and (2) the exception treatment module is called by the negotiation
module in order to propose alternatives whenever an exception (i.e. non access
or loop exception) is raised.

Thus, to our best knowledge, it is the first time that the problem of negoti-
ating security policies that includes prohibition is addressed. We are currently
implementing the approach suggested in this paper as an extension of the above
models.

7 Conclusion

We propose in this paper a new approach to negotiate security policies that
include both permissions and prohibitions. Since it would be not fair to ask
the subject to provide credentials in order to derive prohibitions, we suggest
rewriting the policy so that it only contains permissions.

For this purpose and as suggested in the OrBAC model, the access control
policy is defined in a structured way using the organizational entities of role,
activity, view and context instead of the traditional concrete entities of subject,
action and object. We also define a set theory algebra to aggregate elementary
organizational entities into composite organizational entities. The rewriting al-
gorithm uses, as preliminary steps, the approach suggested in [4] to detect and
solve conflicts by assigning priorities to access control rules.

We then show that our rewriting algorithm provides means to transform
an access control policy that contains both permissions and prohibitions into
an equivalent one that only contains permissions. This rewritten access control
policy is used in the negotiation process to determine which credentials are
required to grant access to some requester. Since the rewritten policy generally
specifies negative conditions, it is necessary to define strategies to negotiate
these negative conditions. For this purpose, we actually assume that a credential
cannot be directly used to prove a negative condition. Thus, we present an
approach to derive negative attributes proving that some condition is false from
credentials on positive attributes.

In future works we aim to implement this approach as an extension of exist-
ing prototypes, in particular TrustBuilder. We also plan to investigate how to
negotiate policies that include obligations.
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Appendix

Proof: let us consider that we have n rules such as priority; < prioritys <
prioritys < ... < priority, where priority,, is the priority of the SR,,. Applying
our rewriting process to the conflicting rules SRy, SRo,...SR,, implies:

— SR, with its condition tuplespr, is keep unchanged

— SR,_1 is rewritten with SR,, and replaced by SR!,_;
where tuplesp, = = tuplesg,,_, \tuplesr, = Cgplem" Ntuplesr,,

— SR, is rewritten with SR] _; and replaced by SR,,_,
where tuplesr: , = tuplesr, ,\tuplesr: = tuplesr, ,\(tuplesr, . \tuplesr,)
from the set theory property (4) we deduce tupleg R,_, = (tuplesgr, U

tupl
CEup Ty A tuplesn,

— SR, _3 is rewritten with SR, _, and replaced by SR, _5, where:

tuplesr: _, = tuplesr, ,\tuplesp: |

tuplesr,,

= tuplegr, ,\((tuplesr, UCg )N tuplesr, _,)
(tupl qupleSR"*1 YNtupl
uplesr,, uplesr,,
=Cp £ * Ntuplesr, _,

(tuplesr,, uC;upl'esRn_l) tuplesr,, o
= (Cy UCpg ) Ntuplesr, .,

tuplesr, o

= [(CEWZESR" Ntuplesr, ,)UCgk | Ntuplesr,, _,

tuplesr,_,

= [tuplesr,  UCH | Ntuplesr, _,

If we consider that tuplesr = tuplesg, since the rule is unchanged, we
notice that after applying the algorithm from SR, until SR,_;, V j such as
2 <j, SR,_; is replaced by SR/ _ ; whose condition is:

tuplesr

tuplesr; . = (tupleSR;%(jiz) uCy "YU Ntuplesr, (H)

Suppose that (H) is true until the level n-j, we will prove that (H) is true for
the level n — (j + 1).



Rewriting SR, _(j4+1) with SR’THJ» implies that SR,_(;;1) is replaced by
SR;L_(j+1) with the condition:

tuplesp; . = tupleSR%(jH)\tupleSREn

—3)

tupleSRn7<j71)

= tupl€SRn_<j+1)\[(tuplesz%;k(km UCg ) Ntuplesrg,, ]
tuplesp
[(tuPleSR:L,(j,Q)UCE n=(-b )ﬂtupleSRnij]
=Cp Ntuplesr, ;.
tuplesp .
(tupleg gy UCg ni(J?l)) tupl
_ n—(j=2) PSR
= (Cg UCgp ) Ntuplesr, .

tupleg pr tuplesr

=[(Cg mml= A tupl@SRn,(j,l)) UCg "N tuplesr, ;.

Furthermore, according to our rewriting algorithm, rewriting the rule SR, _(;_1)

with SR;_(]._Q) implies replacing SR,,_(;_1) by SR;L_(j_l) such that:

tuplesr, _ . =tuplesr, \tupleSR;%(jiz)
According to the property (1):

tupleg g G

tupl€SRn,(j,1)\tuplesR;l_(j_m =Cg Y Ntuplesr,

We conclude that:
tupleSRn_.
tuPZeSRL(Hl) = (tukang(].fl) UCg 7) Ntuplesr, ;.1

In this way we prove that (H) is true for the level n — (j + 1) and thus for
any j such as 2 < j.

Furthermore, (H) can be further simplified since we have seen that the rules
of higher priority already rewritten by our algorithm are maintained. That is,
we can omit the tupleSR;H(jiz) from (H) since it will be take into account in the

rule SR, _ ;5. (H) is then replaced by (H1):

tuplesr

tupleSR;Hj = CE‘ nml=n n tupleSRnij (Hl)



